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Traditional wireless networks, such as cellular networks, are organized in a centralized way, be it for security, for power control, or for their overall operation.

Because of their very nature, mobile wireless ad hoc networks call for a very different approach, and pave the way to self-organization. By this, we mean that all the mechanisms of the network are provided by the nodes themselves, without any assistance of a central server or of a central authority. Clearly, full self-organization is probably a too ambitious goal in a practical setting; however, it is important to understand to what extent we can implement a given mechanism in a self-organized way, and how we can do it.

We will illustrate this concept with two examples.

The first is related to security in mobile ad hoc networks [1]. We will show that, contrary to the common belief that mobility makes security more difficult to achieve, node mobility can, in fact, be useful to provide security in ad hoc networks. We will propose a technique in which security associations between nodes are established, when they are in the vicinity of each other, by exchanging appropriate cryptographic material. We will show that this technique is generic, by explaining its application to fully self-organized ad hoc networks and to ad hoc networks placed under an (off-line) authority. We will also propose an extension of this basic mechanism, in which a security association can be established with the help of a “friend”. We will show that our mechanism can work in any network configuration and that the time necessary to set up the security associations is strongly influenced by several factors, including the size of the deployment area, the mobility patterns, and the number of friends; we will provide a detailed investigation of this influence.

The second refers to cooperation in multi-hop cellular networks [2]. In such networks, data packets have to be relayed hop-by-hop from a given mobile station to a base station and vice-versa. This means that mobile stations must accept to forward information for the benefit of other stations. We will propose a scheme in which we charge the sources of packets and reward the intermediate nodes. We base our solution on symmetric cryptography, in order to cope with the limited resources of the mobile stations. We will provide a set of protocols and show that they indeed encourage cooperation between the stations. By leveraging on the relative stability of the routes, we will show that our solution leads to a very moderate overhead.
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